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ABOUT THE CHERTOFF GROUP

The Cherto Group is a premier global advisory firm focused on security and risk
management. We apply our security expertise, technology insights and policy intelligence
to help clients build resilient organizations, gain competitive advantage and accelerate
growth. The Cherto Group helps clients understand the e ects of changes in security
risk, technology and policy to inform business strategy. Our trusted approach, proven
methodology and deep understanding for security e ectiveness enables clients to reduce
cyber and physical risk, protect critical assets and position their enterprise for growth.

For more information, visit www.cherto group.com

ABOUT ABBOTT

Abbott is committed to helping people live their best possible life through the power of
health. For more than 125 years, Abbott has brought new products and technologies to
the world — in nutrition, diagnostics, medical devices and medicines — that create more
possibilities for more people at all stages of life. Today, 99,000 of us are working to help
people live not just longer, but better, in the more than 150 countries we serve.

As healthcare becomes increasingly interconnected and data-driven, connected
medical devices provide patients and physicians with information to better manage
their health, which improves outcomes and reduces the overall cost of care. No
matter how technologically-advanced we become, people come first. Our goal is to
ensure our devices, products and systems meet the highest security standards and
that commitment governs how we approach cybersecurity across our business.

We take a broad and deep approach to ensuring safety and security. Because technology
and threats continue to evolve, we are constantly evaluating and adapting security
measures with the goal of ensuring the people who use our products receive the
highest quality care. Our cybersecurity program is built on four key elements, including:
cybersecurity-embedded design, constant threat and risk analysis, testing by internal
and external experts and partnering with industry.

For more information about Abbott, visit www.abbott.com.



Introduction

The healthcare sector is in the midst of a major
transformation, including changing demographics,

an evolving public policy environment and rapidly
advancing technology. A core element of this technology
change is the advent of connected healthcare, which is
empowering physicians to deliver superior results and
extend patient lives.

We now have a wirelessly connected hospital ecosystem that allows for the
seamless integration of medical devices and data through Electronic Health
Records (EHRs), remote monitoring technology, implantable and wearable
devices, diagnostic and imaging tools, among many other examples. Medical
professionals are leveraging these new technologies and devices to transform
the way they interact with patients, provide care and improve patients’
quality of life. Studies have shown that connected healthcare yields significant
improvements in patient outcomes, including substantial reductions in
hospitalization, mortality rates and medical costs.'

Of course, as with any other internet-enabled technology, enhancing connectivity
for medical devices also means increased cybersecurity risk. The same powerful
technology that multiplies the value of medical devices and data can also
jeopardize connected healthcare’s integrity and availability if not managed and
understood e ectively by all stakeholders within the connected environment.
This paper explores new research on the perceptions and awareness of medical
device cybersecurity by various healthcare delivery stakeholders, and the ways all
members of the healthcare ecosystem can work together to mitigate cybersecurity
risk while preserving the benefits of connected medical devices for the patient.






» Physicians and administrators feel underprepared on
cybersecurity. According to the survey, 75 percent of
physicians and 62 percent of hospital administrators feel
inadequately trained or prepared to combat cybersecurity
risks. Second only to having appropriate levels of
cybersecurity sta ng, physicians and administrators see user
training and awareness as a substantial challenge.

» Physicians and administrators view medical device
cybersecurity as a shared responsibility. For several years,
the U.S. Food and Drug Administration (FDA) has emphasized
that medical device security is a shared responsibility between
manufacturers, healthcare delivery organizations (HDOs),
clinicians and regulators. Seventy-one percent of physicians
and 74 percent of hospital administrators view cybersecurity
as a shared responsibility among stakeholders operating in the
healthcare ecosystem.

« Communication about medical device cyber-related
vulnerabilities needs to improve. Only 15 percent of
physicians and 45 percent of administrators have seen or read
any advisories relating to medical device security in the last
six months. For those who are familiar with advisories, both
physicians (52 percent) and administrators (64 percent) say
advisories help them feel more comfortable responding to
cybersecurity risks.

* Everyone agrees on the importance of standards. While
administrators are more likely than physicians to understand
practicalities of how to leverage the procurement process to
drive cybersecurity outcomes, both agree on the importance
of baseline industry-wide medical device cybersecurity
standards. Eighty-two percent of physicians and 73 percent
of administrators believe there should be an industry-wide
set of standards and language that gives physicians and their
patients confidence in the safety of connected devices.

While acknowledging the potential risks that can occur as

a result of connected medical technologies, the benefits of
connected medical devices on patient outcomes remain
paramount. Regardless of the type of machine or device, there is
overwhelming support for connected medical technology with
87 percent of surveyed physicians and 80 percent of surveyed
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perform clinically over long periods of time. With implanted
devices, longevity is a critical requirement that minimizes
other patient health risks, such as those caused by having

to go through multiple procedures, in addition to reducing
healthcare costs. Manufacturers, HDOs and regulators must
come together to establish standards for when and how
medical device cybersecurity updates will be performed to
balance cybersecurity risks with essential clinical and
patient-care considerations. A key component of this
discussion needs to be not only when updates will occur but
how they will occur. E  cient mechanisms for the distribution
and application of updates need to be identified to minimize



postmarket risk management for medical devices.x These
e orts must come together to produce a consistent and
usable mechanism for evaluating cybersecurity risks in
medical devices. HDOs and physicians need to participate
in these e orts to ensure that information provided by
manufacturers is understandable and applicable in a
clinical environment.

Stakeholder communication. There are currently

several mechanisms for communicating medical device
vulnerability information. These include: Department

of Homeland Security Computer Emergency Response
Team advisories, FDA safety communications and
communications directly from the manufacturer. As part
of the Brunswick Insight/Abbott survey, respondents were
asked whether they had seen or read any advisories related
to medical device vulnerabilities in the last six months. As
noted above, only 15 percent of physicians and 45 percent
of hospital administrators recalled seeing a vulnerability
advisory in the last six months. Clearly, more work is
needed to ensure that communications about device
vulnerabilities reach the right stakeholders, at the right
time and with the right information to drive an

e ective response.

With the multiple and interconnected stakeholders involved in
responding to medical device vulnerabilities, it will be essential
for all these stakeholders to work together to ensure that
information related to vulnerabilities and responsive actions is
clear, timely and available.

Education and Awareness

The Brunswick Insight/Abbott survey highlights a

common theme across all stakeholders in their desire for
more information and training when it comes to managing
cybersecurity risk in their environment. When asked to rank
the importance of actions medical device manufacturers can
take to improve medical device cybersecurity, 62 percent of
physicians and 70 percent of hospital administrators report
more training for hospital sta and patients as the most
important action. This response is seen as substantially more
e ective than other options such as providing more updates/
patches, increasing software transparency and providing
third-party certifications.

The connected healthcare ecosystem must engage across all
stakeholders to increase awareness and understanding of
cyber risks. Currently, most communication on cybersecurity
occurs between manufacturers, HDOs and physicians.

As patients interact more directly with technologies like
wearables and mobile applications, it will become even more
critical for patients to understand the cybersecurity risks



Conclusion

Connected medical devices hold tremendous promise for
greater e ciency and better patient outcomes. The pace of
medical advancement will only accelerate as we incorporate
the next wave of technologies, including potentially
exponential jumps in computing power, the introduction

of artificial intelligence and the development of smaller,
more precise sensors. Some have forecasted that “we’re
going to see more medical advances in the next decade than
happened in the past century.™i To ensure we can harvest
the power of these innovations in the future, we must work
to build and maintain a secure foundation for the connected
healthcare environment. Stakeholders want to operate

in an environment in which implementing the necessary
security assurances is intuitive, risk-based and trusted. Just
as with healthcare delivery, medical cybersecurity should be
focused on the patient.

The healthcare ecosystem must embrace a shared
responsibility and imbue a collaborative culture of security.
Working together will give all stakeholders — physicians,
administrators, patients and manufacturers — the necessary
tools, training and confidence to make well-informed risk
management decisions resulting in a higher quality of care
and an ultimately safer and more secure connected health
community for all.
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